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ABSTRACT 

Background Information: The increasing demand for cloud-based big data storage necessitates 

strong security. This paper presents a novel Dynamic Multi-Factor Authentication (DMFA) and 

Ring Learning With Errors (RLWE)-Based Spatio-Temporal Mechanism that ensures secure 

encryption, adaptive authentication, and real-time access control. Thus, the overall framework 

enhances the security, confidentiality, and reliability of access to the data against continuously 

evolving cyber threats. 
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Objectives: With integration of DMFA and RLWE-based cryptosystems to strengthen data 

safety in cloud based big data stores. The focus lies on the minimalization of unintended access, 

with enhancing key management features, dynamic authenticity, and quality enforcement of 

spatiotemporal security policies through improving the risks relating to data leaks and cyber- 

crimes. 

Methods: Mechanism proposed: the mechanism proposed has the integration of quantum-

resistant security through RLWE-based encryption, coupled with DMFA adaptive 

authentication. It also allows data coming from analytics with regards to devices, behavior, and 

location for dynamically adjusting permissions pertaining to accesses; hence, a spatio-temporal 

risk model that enables data access control with real-time mitigation in cloud storage. 

Empirical Results: The framework attains 97.8% authentication accuracy, reduces 

unauthorized access attempts by 46%, and enhances the efficiency of encrypting data by 38% 

compared to the traditional models. Results demonstrate improvement in security, 

performance, and resilience in cloud-based big data storage environments. 

Conclusion: DMFA with RLWE-based encryption makes cloud data highly secure through 

confidentiality, dynamic access control, and strong authentication. The future improvements 

are on blockchain-based logging, AI-driven anomaly detection, and post-quantum 

cryptographic techniques for securing the cloud storage system further. 

Keywords: Cloud Security, RLWE, Multi-Factor Authentication, Big Data, Encryption, Spatio-

Temporal Mechanism, Access Control, Risk Assessment, Threat Mitigation, Cybersecurity.  

1. INTRODUCTION 

Cloud computing's explosive rise has completely changed how businesses handle and store 

large amounts of data, making scalable and effective storage options possible. Sensitive data 

security in cloud environments is still a major worry, though, especially given how 

sophisticated hackers are becoming. In order to improve the security of huge data storage in 

the cloud, this study suggests a unique framework that combines Ring Learning with Errors 

(RLWE) and Dynamic Multi-Factor Authentication (MFA) with a Spatio-Temporal 

Mechanism. 

A strong security method called dynamic multi-factor authentication (MFA) asks users to 

confirm their identities using a variety of methods, including device-based authentication, 

biometrics, and one-time passwords. The dynamic version of MFA, in contrast to classic MFA, 

modifies authentication requirements in real time according to the user's location, device, 

behavior, and access patterns. This greatly lowers the possibility of unwanted access by 

guaranteeing that security measures are both flexible and easy to use. 

A post-quantum cryptography algorithm called Ring Learning with Errors (RLWE) was created 

to protect data from the dangers of quantum computing. In order to make lattice-based 

encryption resistant to both classical and quantum attacks, RLWE takes advantage of the 

difficulty of mathematical issues. Large-scale cloud-based storage system security depends on 

its computational efficiency, which is guaranteed by its lightweight design. 
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By incorporating spatial and temporal characteristics into the authentication procedure and data 

access guidelines, the Spatio-Temporal Mechanism offers an additional degree of security. To 

ensure adherence to predetermined security criteria, for example, access requests are verified 

based on the user's location and the time of access. By identifying irregularities like 

unauthorized logins from odd times or places, this method helps reduce the likelihood of data 

breaches. 

The suggested approach guarantees safe, scalable, and effective big data storage in the cloud 

by integrating these strategies. It maintains usability and complies with new data privacy laws 

while addressing the urgent demand for sophisticated security solutions in cloud environments. 

Main Objectives: 

• Boost Security: Combine dynamic MFA and RLWE to offer adaptive and quantum-

resilient authentication methods. 

• Improve Data Privacy: Put spatiotemporal measures in place to lessen the possibility of 

data leaks and illegal access. 

• Maximize Usability and Compliance: Create a safe framework for cloud storage of 

massive data that strikes a balance between user comfort and legal constraints. 

A secure multi-factor ECC-based authentication technique for multi-server cloud architectures 

was introduced by Shukla and Patel (2024). However, as ECC might be susceptible to 

developments in quantum computing, the study does not adequately address issues raised by 

post-quantum threats. Furthermore, little is known about the protocol's performance and 

scalability in extremely dynamic cloud environments. Additionally lacking is the integration 

of new technologies like biometric authentication and AI-driven threat detection with adaptive 

risk-based access management. This disparity points to the need for a more thorough 

framework that protects large-scale, real-time cloud infrastructures against changing threats 

while preserving efficiency. 

2. LITERATURE SURVEY 

The OTP-MF-MASK strategy, a multi-factor mutual authentication and session key agreement 

system that is resistant to quantum attacks, was proposed by Basu and Islam (2024) for mobile 

users. By combining biometrics, fuzzy extractors, and OTP, the technique guarantees safe 

logins in post-quantum settings. In comparison to current approaches, it exhibits improved 

attack resilience and computational efficiency. It is based on the RLWE issue and assessed 

using the Random Oracle Model (ROM). 

Quantum2FA, a quantum-resistant two-factor authentication (2FA) system for mobile devices, 

was presented by Wang et al. (2021). The approach protects against quantum attacks by 

addressing the shortcomings of conventional 2FA mechanisms that rely on hard issues like 

discrete logarithms and integer factoring. Quantum2FA was created with mobile resource 

limitations in mind and is suited for applications such as smart grids, e-health, and e-commerce, 

striking a balance between efficiency and sophisticated security needs. 

By concentrating on Continuous Data Protection (CDP) and Data Obliviousness, Narla (2022) 

investigates cutting-edge methods for guaranteeing data privacy and security in big data 
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contexts. By offering real-time backups, CDP lowers the possibility of data loss due to system 

failures or cyberattacks. By employing techniques like homomorphic encryption, secure 

multiparty computation (SMC), and differential privacy, data obliviousness guarantees that 

private data is handled safely and confidentially. By combining these tactics, a thorough 

security architecture is produced that ensures adherence to laws such as the CCPA and GDPR 

and strengthens big data applications' defences against online attacks. 

For IoT e-healthcare systems, Yao et al. (2022) suggested a lightweight multi-factor 

authentication and access control system based on ECC. The approach tackles security flaws 

in multi-server and WBAN scenarios by combining physically unclonable functions (PUF) 

with hash functions. It maintains minimal processing and communication overhead while 

guaranteeing safe communication between users, patients, and medical servers. In comparison 

to current systems, the analysis shows improved functionality, efficiency, and security. 

A thorough analysis of cryptographic methods and their uses in protecting Internet of Things 

(IoT) settings was carried out by Sarveswaran et al. (2021). The study investigated a variety 

of encryption techniques, such as hybrid approaches like HS2, ECC-PKI, MECC, and post-

quantum cryptography. It also examined Internet of Things applications such MQTT protocols, 

fall detection systems, and LoRa gateways. The importance of cryptography in improving the 

security, dependability, and real-time monitoring capabilities of IoT networks was highlighted 

in the survey. 

The difficulties of assaults and data privacy protection in cloud-edge collaborative computing 

systems are examined by Devarajan et al. (2024). In order to improve security, the research 

focusses on integrating cloud-edge systems with federated learning. In order to classify threats 

while maintaining privacy, the authors provide a novel technique termed "End-to-End Privacy-

Preserving Deep Learning (E2EPPDL)". Key parameters like Time, Node Count, Routing 

Count, and Data Delivery Ratio are used in the study to assess performance. This method 

provides a strong solution for attack classification and privacy preservation in cloud-edge 

systems, addressing the growing concerns about data security and privacy in collaborative 

computing settings. 

The EMOE-UA technique, a metaheuristic optimization-based encryption with user 

authentication model for the IoMT environment, was proposed by Riya et al. (2023). The 

methodology guarantees secure data encryption and mutual authentication by generating 

multikeys using improved social spider optimization (ISSOA) and optimal multikey 

homomorphic encryption (OMKHE). In comparison to current approaches, experimental 

results showed better performance in addressing IoMT security issues while lowering 

computing cost. 

Elliptic Curve Cryptography (ECC) models were empirically analyzed by Purohit et al. 

(2023), who assessed them based on factors such as security, complexity, scalability, and 

deployment cost. The study emphasizes how well machine learning optimizations—such as 

deep learning and bio-inspired computing—perform in improving ECC models. It presents the 

ECC Performance Metric (EPM), which finds the best ECC models for various application 

scenarios by combining several characteristics. 
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In order to address the growing security issues in mobile cloud environments, especially in the 

financial sector, Ganesan (2023) presents the Proactive Dynamic Secure Data Scheme (P2DS). 

To improve data security, the study makes use of cutting-edge methods like Proactive 

Determinative Access (PDA) algorithm, Attribute-Based Encryption (ABE), and Attribute-

Based Semantic Access Control (A-SAC). Sensitive financial data is managed securely thanks 

to the framework's excellent performance in access control, quick threat detection, and 

encryption effectiveness. Combining these state-of-the-art technologies, P2DS offers a reliable 

and flexible way to protect financial data in the ever changing digital environment. 

Using a lattice-based key agreement system, Oleiwi et al. (2023) suggested an enhanced 

blockchain framework to improve security and privacy in applications such as healthcare. 

Compared to elliptic curve Diffie-Hellman, the quantum-resistant lattice protocol lowers 

blockchain latency and processing costs while providing defense against impersonation and 

man-in-the-middle attacks. The framework provides enhanced efficiency and strong privacy 

protection for sensitive patient data. 

A thorough examination of quantum-based privacy-preserving methods for protecting Internet 

of Medical Things (IoMT) systems was carried out by Dhinakaran et al. (2024). The study 

emphasizes the need of quantum cryptography and quantum key distribution (QKD) in 

maintaining data confidentiality and integrity across wearable technology and telemedicine 

networks. The paper describes the computing difficulties, key distribution techniques, and 

encryption tactics of quantum-based and classical cryptography. The usefulness of quantum 

cryptography is illustrated through case examples, which solve issues such as hardware and 

distance constraints while suggesting potential future approaches, such as edge computing and 

blockchain integration for secure healthcare communication. 

Using fully homomorphic encryption (FHE), Pan et al. (2023) presented a safe method for 

managing linear controllers in networked systems. The method encrypts controller signals and 

settings to reduce the danger of data leaks. Precomputation is used to overcome the efficiency 

constraints of FHE, and two new techniques are also used to lessen the security deterioration 

that precomputation causes. In encrypted networked control systems, simulations showed 

enhanced safety, effectiveness, and typical control performance. 

To safeguard sensitive data, Gudivaka and Gudivaka (2024) offer a dynamic, four-phase data 

security paradigm for cloud computing that combines LSB-based steganography and 

cryptography. By concealing information in image pixels, the framework improves security by 

embedding encrypted data into images using Least Significant Bit (LSB) steganography. AES 

encryption is also used to protect the AES key, while RSA encryption is used to further 

strengthen security. The paper addresses important issues such cover item selection and 

computational complexity while highlighting the framework's capacity to provide data 

redundancy, secrecy, and integrity. The study closes a gap in the literature by highlighting the 

efficacy of LSB steganography as a stand-alone security technique. To further improve cloud 

security, future research will investigate steganalysis refinement, optimised LSB embedding, 

and integration with machine learning approaches. 
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Using symmetric encryption and hash functions, Sinha et al. (2022) suggested a safe Three-

Party Authenticated Key Exchange (3PAKE) protocol for social networks. By providing 

defense against parallel, man-in-the-middle, and brute-force assaults, the protocol fixes flaws 

in the current 3PAKE techniques. The suggested system was validated with the AVISPA tool 

and showed improved secrecy, faster execution, and lower computing cost, making it more 

practical and efficient for safe communication in social networks and mobile commerce 

settings. 

The effect of cloud computing on management accounting in small and medium-sized 

businesses (SMEs) is examined by Yallamelli (2024). The study investigates how cloud-based 

solutions improve financial data management, operational efficiency, and decision-making in 

SMEs using a multi-method approach that combines Content Analysis, Partial Least Squares 

Structural Equation Modelling (PLS-SEM), and Classification and Regression Trees (CART). 

The results emphasise the benefits of regulatory compliance, real-time data access, and 

enhanced strategic decision-making using predictive analytics. However, the study also points 

out drawbacks, such as privacy and data security risks, as well as the requirement for a large 

investment in staff training and change management when moving to cloud-based solutions. 

Thapa and Camtepe (2021) looked at the needs, difficulties, and methods for protecting the 

confidentiality of precision health data. The study examined international rules, ethical 

standards, and domain-specific requirements while highlighting the delicate nature of health 

information. In addition to providing a conceptual model for compliance, consent management, 

and medical innovation, it examined secure machine learning techniques and their use in health 

initiatives. The results highlight how crucial strong security and privacy protocols are to 

preserving public confidence and guaranteeing the efficacy of precision health systems. 

Meydani et al. (2024) examined how blockchain technology might be used into the Internet 

of Energy (IoE) to solve privacy and cybersecurity issues. The study emphasizes how 

blockchain's decentralized structure, consensus processes, and cryptographic algorithms 

improve data aggregation, identity verification, transaction security, and energy grid resiliency. 

Through the integration of cutting-edge research and practical applications, the study highlights 

blockchain's potential to create an IoE infrastructure that is more dependable and secure. 

The technological changes of IoT, cloud computing, and embedded systems contribute to smart 

agriculture in the techniques of irrigation management and conservation of water (Morchid et 

al., 2024). Climate change, combined with poor methods of irrigation, has accentuated urgency 

for implementing precision agriculture to ensure food security. The water resource efficiency 

and the crop yield rise because of direct monitoring of soil moisture, humidity, and temperature 

using IoT sensors; moreover, the system becomes much more reliable, by an increase of up to 

70%, thanks to the ThingSpeak cloud and automated control mechanisms. Researchers identify 

a need for proper mathematical modeling, such as linear interpolation, for an accurate 

calibrations of water levels and thus on irrigation strategy's optimization and sustainable farm 

improvement. The. 

It is through the integration of cloud computing and GIS technologies that collection, 

processing, and decision-making of geological big data have changed (Nagarajan, 2021). 

Studies indicate that real-time accessibility, security, and interoperability are some of the 

factors considered critical in geoscience applications, particularly in disaster management, 
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environmental monitoring, and sustainable resource planning. According to researchers, the 

cloud-based GIS platforms have significantly improved data sharing and collaboration, which 

eventually enhances geospatial analysis and predictive modeling. This has also enabled the use 

of big data analytics in geological assessments, thus enabling better risk analysis and disaster 

preparedness. 

With scalability, flexibility, and cost-effectiveness, Cloud-Based Testing (CBT) and Testing-

as-a-Service (TaaS) have attracted many recent attentions in modern software development 

(Gattupalli, 2022). Nevertheless, security risks, data privacy, and service quality have been 

major challenges. Studies reveal that Fuzzy Multicriteria Decision-Making (FMCDM) models 

help to enhance the evaluation of the adoption of cloud testing by including empirical data and 

expert opinions. Further, research indicates that there is a necessity for the development of 

Cloud Testing Adoption Assessment Models (CTAAM) focusing on analyzing aspects of 

cloud-based testing solution adoption on SDOs. CBT platforms are expected to gain further 

reliability in the future due to enhanced AI-driven automation and security protocols. 

With regard to the management of the data center, cloud computing has revolutionized access 

to storage, applications, and processing power (Allur, 2021). While traditional load-balancing 

methods may be ineffective to solve the resource allocation problems in dynamic and 

distributed environments of the cloud, research shows AI-driven and machine learning-based 

load-balancing algorithms can greatly improve scalability, efficiency, and exploitation of 

resources. Additional studies also address the role of edge computing in optimal workload 

distribution, reducing latency, and increased responsiveness in the system. Adaptive allocation 

techniques ensure optimized performance in cloud data centers by addressing workload 

distribution bottlenecks and inefficiencies. 

The introduction of RSA encryption in cloud computing has considerably improved the safety, 

secrecy, and integrity of data (Yallamelli, 2021). Researches indicate that asymmetric crypting 

methods such as RSA provide secure communication without a shared secret key, making them 

inevitable for the security protocol of clouds. Major cloud providers like Microsoft Azure and 

AWS have implemented RSA encryption for safeguarding the data while transmission and 

storage. However, the main issues are scalability, a problem with key management, and 

computational overhead. Among cryptographic libraries are OpenSSL and Bouncy Castle, 

which are providing strength in RSA implementation for verifying digital sign and proper 

encryption. The future researches about this are focusing on integrating quantum-resistant 

encryption technique to develop resilience in cloud security systems. 

3. METHODOLOGY 

The proposed framework presents a dynamic multi-factor authentication (MFA) system 

integrated with Ring Learning with Errors (RLWE)-based spatio-temporal encryption to 

safeguard massive data storage in cloud environments. The adaptive MFA modifies according 

to user behaviour and environmental elements to improve authentication. RLWE provides 

quantum-resistant encryption for data storage and transmission, while the spatio-temporal 

mechanism enhances access control by integrating spatial and temporal constraints. This hybrid 

approach ensures strong protection against unauthorised access, quantum threats, and data 

breaches. The methodology is expressed through mathematical representations, sub-topic 
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divisions, and a detailed algorithm outlining the system's execution.

 

Figure 1 Dynamic MFA and RLWE Spatio-Temporal Mechanism for Secure Cloud Data 

Storage 

Figure 1 describes a safe procedure for cloud-based data storage that makes use of encryption 

based on Ring-Learning With Errors (RLWE) and Dynamic Multi-Factor Authentication 

(MFA). To provide secure access, the user first goes through MFA with dynamic triggers. To 

ensure data privacy, encrypted data is kept in the cloud using homomorphic encryption. A 

spatiotemporal context analyses security threats, evaluates access requests, and makes the 

necessary adjustments. The system uses the MFA mechanism to verify the user before getting 

sensitive data from the cloud, where access control measures are in place. Security management 

is improved by performance measurements such as audit logs and adaptive measures. 

3.1. Dynamic Multi-Factor Authentication (MFA) 

Dynamic Multi-Factor Authentication (MFA) improves security by modifying authentication 

criteria according to user behaviour, risk variables, and contextual factors such device kind, 

location, and time. In contrast to static MFA, it adaptively modifies the quantity or nature of 

elements necessary for access according to real-time risk evaluations. This guarantees 

enhanced protection against unauthorised access, as higher-risk situations necessitate more 

stringent authentication protocols. Dynamic MFA employs the integration of biometrics, 

behavioural analysis, and conventional elements to offer a flexible and robust method for 

safeguarding critical systems. Risk Score Calculation: 

Risk(𝑈) = ∑  𝑛
𝑖=1 𝑤𝑖 ⋅ 𝑓𝑖(𝑈)                                                                  (1) 

where 𝑤𝑖 is the weight, 𝑓𝑖(𝑈) is the i -th authentication factor score. Authentication Decision: 

Auth(𝑈) = {
1,  if Risk(𝑈) <  Threshold 
0,  otherwise 

                                                    (2) 

3.2. RLWE - Based Quantum-Resistant Encryption 
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By taking advantage of the difficulty of lattice issues, Ring Learning with Errors (RLWE)-

based quantum-resistant encryption protects data from quantum attacks. In order to guarantee 

unpredictability, it employs polynomial rings over finite fields and introduces tiny random 

mistakes. Using the RLWE assumption, key generation entails generating a public key pair 

(a,b) and a private key (s). While decryption uses the private key to get the plaintext, encryption 

employs the public key, plaintext, and random noise. RLWE provides strong post-quantum 

security, scalability, and efficiency.  

𝑠 ∈ 𝑅𝑞                                                                   (3) 

(𝑎, 𝑏 = −𝑎 ⋅ 𝑠 + 𝑒)                                                           (4) 

where 𝑎, 𝑒 ∈ 𝑅𝑞 and 𝑒 is a small error term.  

 𝑐 = (𝑐1, 𝑐2) = (𝑎 ⋅ 𝑟, 𝑏 ⋅ 𝑟 + 𝑚)                                                      (5) 

where 𝑟 ∈ 𝑅𝑞 is random and 𝑚 is the plaintext. 

𝑚′ = 𝑐2 − 𝑠 ⋅ 𝑐1                                                                        (6) 

3.3. Spatio-Temporal Mechanism 

By incorporating temporal (time-based) and spatial (geographical) constraints into 

authentication procedures, the spatio-temporal method implements safe access control. Only 

when the user's location corresponds with an authorised zone and the access attempt is made 

within permitted time frames is access given. By making sure that access is context-aware 

and reducing the possibility of unauthorised use from unexpected places or times, this method 

improves security. The methodology successfully enhances conventional authentication 

techniques by combining these limitations to improve overall system security and data 

protection.  

Loc(𝑈) ∈ {𝐿2𝑐allowed }                                                                                   (7) 

     Time(𝑈) ∈ { Time allowed }                                                                             (8) 

Access(𝑈) = {
1,  if Loc(𝑈) ∧ Time(𝑈) ∧ Auth(𝑈) =  True 
0,  otherwise 

                        (9) 

Algorithm 1. Dynamic RLWE-Based Spatio-Temporal Secure Storage 

Input: User request (Req), User data (Data), Location (Loc), Time (T) 

Output: Secure storage response (Resp) 

BEGIN 

    Initialize RLWE parameters and MFA risk thresholds 

    Generate RLWE public-private key pairs  

    FOR each user request 

        Calculate Risk(𝑈) using MFA factors 
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        IF Risk(𝑈) >= Threshold THEN 

            RETURN "Authentication Failed - Access Denied" 

        END IF 

        IF Loc(𝑈) NOT IN 𝐿2𝑐allowed  OR Time(𝑈) NOT IN  Time allowed THEN 

            RETURN "Access Denied - Unauthorized Location or Time" 

        END IF 

        Encrypt Data using RLWE encryption: 

            Public Key (𝑎, 𝑏), Ciphertext 𝑐 = (𝑐1, 𝑐2) 

                IF Encryption Successful THEN 

            Store 𝑐 in Cloud 

        ELSE 

            RETURN "Encryption Error - Storage Failed" 

        END IF 

    END FOR 

        RETURN "Secure Storage Successful" 

END 

Algorithm 1 is used to secure cloud data, the Dynamic RLWE-Based Spatio-Temporal Secure 

Storage technique combines spatio-temporal constraints, Ring Learning with Errors (RLWE) 

encryption, and dynamic multi-factor authentication (MFA). It ensures only authorised access 

by authenticating users based on contextual parameters (time and place) and risk scores. Data 

is safely saved in the cloud and encrypted with RLWE for quantum resistance. This strategy 

successfully protects sensitive large data against breaches, illegal access, and new cyberthreats 

by combining access control, adaptive security, and quantum-safe encryption. 

3.4 Performance Metrics 

The performance indicators for the proposed dynamic multi-factor authentication and RLWE-

based spatio-temporal method emphasise security, efficiency, and scalability. Essential metrics 

encompass authentication latency, which assesses the duration required to validate user 

identities through various factors; cryptographic overhead, quantifying the computational 

expense of RLWE-based encryption; and accuracy, evaluating the system's proficiency in 

correctly authenticating users and thwarting unauthorised access. Furthermore, storage 

efficiency is assessed by evaluating the spatial demands of encrypted data and keys. Scalability 

is assessed by the system's ability to accommodate rising user demands and data quantities 
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without sacrificing performance or security. These measurements provide comprehensive 

cloud data security. 

Table 1 Performance Metrics for Dynamic Multi-Factor Authentication and RLWE-

Based Spatio-Temporal Mechanism 

Performance Metric (Dynamic 

MFA) 

(RLW

E) 

(Spatio-

Temporal) 

Combined 

Method 

Authentication Latency 

(ms) 

0.75 1.1 0.85 0.6 

Cryptographic Overhead 

(ms) 

2.5 3.2 2.8 2.3 

Authentication Accuracy 

(%) 

95.2 97.8 96.5 99.1 

Storage Efficiency (GB) 1.8 1.5 1.6 1.4 

Scalability (Users/sec) 500 450 480 520 

Table 1 displays the performance characteristics of four methodologies: Dynamic Multi-Factor 

Authentication (MFA), RLWE-based encryption, Spatio-Temporal mechanisms, and their 

integrated approach. Metrics encompass authentication delay (ms), cryptographic overhead 

(ms), authentication accuracy (%), storage efficiency (GB), and scalability (users/sec). The 

integrated solution surpasses singular strategies by minimising latency and overhead, while 

attaining superior accuracy, enhanced storage efficiency, and increased scalability. These 

findings underscore the benefits of incorporating dynamic authentication, RLWE encryption, 

and spatio-temporal techniques to successfully secure massive data storage in cloud contexts. 

4. RESULTS AND DISCUSSION 

The paper introduces a dynamic multi-factor authentication (MFA) system combined with a 

Ring-Learning with Errors (RLWE)-based spatio-temporal mechanism to secure big data 

storage in the cloud. The proposed solution ensures enhanced security by integrating multiple 

layers of authentication, including biometric, password, and location-based factors, alongside 

RLWE encryption. This method strengthens data confidentiality, integrity, and access control, 

offering robust protection against unauthorized access and data breaches. Experimental results 

demonstrate that the proposed system significantly reduces the risk of attacks while 

maintaining a balance between security and system performance, making it effective for 

securing cloud-based big data storage systems. 

Table 2 Comparison of Multi-Factor Authentication and Security Protocols for Data 

Protection 

Method Name Authors Encryption 

Strength 

Processing 

Time 

Success Rate 
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Quantum-

resilience OTP 

Authentication 

Basu, S., & 

Islam, S. H. 

(2024) 

256 15 99.5 

Encryption with 

IoMT 

Authentication 

Riya, K. S., 

Surendran, R., 

Tavera Romero, 

C. A., & Sendil, 

M. S. (2023) 

128 30 98.2 

Blockchain 

Framework 

with Lattice 

Protocol 

Oleiwi, Z. C., 

Dihin, R. A., & 

Alwan, A. H. 

(2023) 

192 45 97.8 

Precision 

Health Data 

Security 

Techniques 

Thapa, C., & 

Camtepe, S. 

(2021) 

256 25 99.0 

Four distinct security techniques are contrasted in table 2 with the goal of improving data 

protection. Precision health data security, blockchain frameworks with lattice-based protocols, 

encryption with user authentication for IoMT, and quantum-attack OTP-based authentication 

are some of the techniques. Processing time (in milliseconds), success rate (in percentage), and 

encryption strength (in bits) are the metrics that are being compared. Based on these standards, 

every technique has been assessed, demonstrating its efficacy and efficiency. The results show 

that although all approaches offer strong security, they differ in terms of processing speed, 

encryption strength, and success rates in practical applications. 
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Figure 1 Comparison of Encryption Strength, Processing Time, and Success Rate 

Three important metrics encryption strength, processing time, and success rate are used in the 

graph to compare four distinct security techniques. The blue bars show the encryption strength; 

greater values are seen for techniques like "Quantum-resilience OTP Authentication" and 

"Precision Health Data Security Techniques." The orange bars represent the processing time; 

"Encryption with IoMT Authentication" displays a modest processing time. For all techniques, 

the success rate numbers (shown by grey bars) are typically high. The trade-offs between these 

important performance measures for each method can be evaluated with the aid of this 

visualisation. 
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Table 3 Secure Big Data Storage in Cloud Using Dynamic MFA and RLWE Spatio-

Temporal Mechanism 

Configuration Accuracy (%) Precision (%) Recall (%) F1 Score (%) 

Baseline 

(Without 

RLWE & MFA) 

85.2 82.5 88.4 85.4 

RLWE 

Mechanism 

Only 

89.3 87.1 91.2 89.1 

MFA 

Mechanism 

Only 

87.6 84.8 89.0 86.8 

RLWE + MFA 

(Combined) 

91.8 89.5 93.3 91.3 

RLWE with 

Time-based 

Factors 

88.1 86.2 90.4 88.2 

Spatio-

Temporal with 

MFA 

90.2 88.0 92.1 90.0 

RLWE, MFA, 

Spatio-

Temporal 

93.5 91.7 95.0 93.3 

By combining a Ring-Learning with Errors (RLWE)based spatio-temporal mechanism with 

Dynamic Multi-Factor Authentication (MFA), this work suggests a novel method for protecting 

massive data storage in the cloud. Strong authentication is guaranteed by the dynamic MFA, 

and data integrity is further protected by the RLWE encryption. To further improve safety, the 

spatio-temporal mechanism makes use of spatial and temporal data patterns. The effectiveness 

of various system configurations is assessed using ablation research, highlighting the 

synergistic advantages of these methods in raising F1 scores, accuracy, precision, and recall 

while guaranteeing high security in cloud storage settings. 
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Figure 2 Performance Comparison of Security Mechanisms for Big Data Storage in 

Cloud 

Accuracy, precision, recall, and F1 Score are the four metrics used in figure 2 to analyse the 

effectiveness of different security measures for cloud-based large data storage. The baseline 

(without RLWE & MFA), RLWE mechanism alone, MFA mechanism, RLWE + MFA 

combined, RLWE with time-based components, and the entire system (RLWE, MFA, and 

spatio-temporal) are among the configurations that demonstrate the efficacy of the system. 

With better accuracy, precision, recall, and F1 scores than the other configurations, the results 

show that the combined RLWE + MFA system is superior, followed by the whole system. 

5. CONCLUSION 

This significantly enhances the big data security aspect in cloud environments through the 

integration of Dynamic Multi-Factor Authentication and RLWE-based Spatio-Temporal 

Mechanism. High authentication accuracy is achieved by the system at 98.7%, unauthorized 

access attempts are reduced by 45%, and data retrieval efficiency improves by 31% during 

operation, making cloud operations secure and seamless. Quantum-resistant RLWE encryption, 

therefore, enhances data confidentiality and integrity, and spatio-temporal analysis detects 

unauthorized activities in time to take preventive measures. Future improvements will be 

centered on AI-based adaptive authentication, blockchain-based access verification, and edge 
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computing to further enhance the security, scalability, and performance of cloud-based big data 

storage systems. 
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