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ABSTRACT

The impact of cloud-based e-commerce on small and medium-sized enterprises (SMBs) in
India is examined in this research, with an emphasis on the operational effectiveness,
profitability, and competitiveness of the market. A mixed-methods approach is used in the study
to examine how cloud adoption affects SMB performance. Structural Equation Modeling
(SEM) and machine learning approaches, such as Support Vector Machines (SVM), Random
Forest (RF), and Gradient Boosting (GB), are integrated. Comparing the research to individual
models, the hybrid strategy of SVM + RF + GB shows better performance in important
measures, such as accuracy (90%), data integrity (99.5%), and scalability improvements. The
study also emphasizes the benefits of cloud adoption for operational effectiveness, customer
engagement, and revenue growth. Regulatory compliance, worker skill shortages, and
cybersecurity threats, among other issues, continue to be major obstacles to wider use. The
study uses sentiment analysis to measure customer opinions, and the positive sentiments found
on cloud solutions confirm their long-term advantages for small and medium-sized businesses.
This study highlights how important cloud computing is to helping SMBs stay competitive in
a world that is becoming more digital, but it also points to the necessity of further advancements
in deep learning for better predictive analytics and blockchain for data security. Cloud-based
e-commerce in Industry 4.0 will continue to grow and be sustainable thanks to these
developments.

Keywords: SMBs, Structural Equation Modeling (SEM), Machine Learning, Support Vector
Machines (SVM), Random Forest, Gradient Boosting.

1. INTRODUCTION

Cloud-based e-commerce in India is transforming small and medium-sized businesses (SMBs)
by enabling an economical method to enhance operating efficiency and profitability. Cloud use
has emerged as one of the core strategies of SMBs for competing with larger firms despite
resource constraints. The current research investigates how cloud computing impacts Indian
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SMBs and demonstrates the way cloud services such as Software-as-a-Service (SaaS),
Platform-as-a-Service (PaaS), and Infrastructure-as-a-Service (IaaS) contribute to enhancing
corporate operations (Narla, 2022 [11]; Kadiyala & Kaur, 2021 [12]). Indian SMBs can thus
reduce operating costs while at the same time enhancing their market penetration and overall
competitiveness, all of which help them contribute meaningfully to the Indian economy
(Kadiyala, 2020 [6]; Narla, 2024 [7]; Kadiyala et al., 2023 [8]; Narla, 2023 [9]; Nippatla et al.,
2023 [10].

India's economy is underpinned by small and medium-sized businesses (SMBs) that contribute
significantly to both industrial output and GDP. Though they are important, Indian SMBs have
in the past struggled due to an absence of funding, an absence of state-of-the-art technology
infrastructure, and limited access to digital resources (Kadiyala & Kaur, 2022 [18]; Narla et
al., 2021 [15]). The advent of cloud computing has revolutionized the situation and allowed
these organizations to bypass these challenges (Narla, 2022 [13]; Kadiyala, 2019 [14]). Indian
SMBs are increasingly utilizing cloud-based technologies more to expand their presence and
competitiveness due to enhanced internet accessibility, affordable cloud services, and digital
payment gateways (Alavilli et al., 2023 [16]). This shift has accelerated the use of digital
transformation and e-commerce, which are the key for SMBs to thrive in an increasingly
technologically driven market (Peddi et al., 2018 [17]).

The economic landscape for small and medium-sized businesses (SMBs) in India has evolved
significantly due to the use of cloud technology. With scalable, flexible, and cost-effective
solutions, the technological advancements of cloud computing have provided SMBs with
advanced resources that were previously beyond their reach for larger firms (Peddi et al., 2019
[19]; Narla et al., 2019 [22]). Through eliminating the necessity for massive initial investments
in IT infrastructure, SMBs can reduce operational costs by taking advantage of Infrastructure-
as-a-Service (laaS), Platform-as-a-Service (PaaS), and Software-as-a-Service (SaaS)
(Valivarthi et al., 2021[20]; Narla et al., 2020 [23]). Additionally, cloud technologies enable
operational continuity even in the case of network outages through providing seamless
integration, data redundancy, and enhanced security (Narla et al., 2019 [24]; Valivarthi et al.,
2021[21]). These advances have contributed significantly to SMB innovation and growth in
the digital economy, allowing them to update their processes, enhance consumer interaction,
and expand into new markets at a faster pace (Gudivaka, 2021[25]; Kethu et al., 2023 [26]).

Here are some of the key objectives,

e Examine how cloud-based e-commerce improves operational effectiveness and
profitability for Indian SMBs in order to assess the effects of cloud adoption.

e Examine the immediate and long-term impacts of cloud adoption on SMBs' operational
efficiency.

e To forecast SMB success based on cloud adoption and performance metrics, apply
machine learning methods like Support Vector Machines (SVM), Random Forest, and
Gradient Boosting.
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e Examine consumer reviews using sentiment analysis to learn how SMB clients view cloud
adoption.

e Determine the main obstacles preventing Indian SMBs from adopting cloud computing
more widely, such as cybersecurity threats and skill shortages.

The main objective of this research is to examine the most influential factors behind the
adoption of cloud computing among small and medium-sized enterprises (SMEs) in India. It
discusses how the plans of SMEs to adopt cloud solutions are shaped by various factors,
including cost, technology infrastructure, security issues, and organizational support
(Gudivaka, 2021[27]; Natarajan et al., 2024 [28]). When SMEs are considering cloud
technologies, the research seeks to understand the underlying incentives and challenges that
facilitate or hinder their decision-making process (Gudivaka, 2019 [29]; Valivarthi et al., 2023
[30]). It also examines how these factors affect the path of cloud computing adoption, which is
critical for enhancing operational efficiency, profitability, and competitiveness in the case of
Indian SMEs (Gudivaka, 2024 [31]; Narla & Purandhar, 2021[32]).

There exists a huge gap in the existing literature since there is no comprehensive analysis of
the impact of cloud computing on SMEs following adoption. The long-term impacts of cloud
computing on operational efficiency, profitability, and growth have not been adequately
addressed despite the initial adoption period garnering a lot of attention (Gudivaka, 2024 [33];
Narla, 2020 [34]). There is a need to analyze the ongoing advantages presented by cloud
services to SMEs, considering their effect on market expansion, customer interaction, and
general business performance (Alagarsundaram, 2022 [35]; Yalla, 2021 [37]). An
understanding of these post-adoption benefits will yield a more complete examination of the
role of cloud computing in promoting the growth of sustainable growth among Indian SMEs
(Alagarsundaram, 2019 [36], Alagarsundaram,2021 [38]; Yalla, 2023 [39]).

2. LITERATURE SURVEY

Priyadarshinee et al. (2017) created a hybrid two-stage model that combines artificial neural
networks (ANN) and structural equation modeling (SEM) to forecast the factors impacting the
adoption of cloud computing in Indian private companies. The study adds risk analysis and
perceived IT security risk to the Technology Organization Environment Model (TOE). Industry
and technology usage had less of an effect on adoption than the key motivators of trust,
perceived IT security risk, and management style, which emerged as the most significant
predictors of adoption.

Poovendran Alagarsundaram (2023) [40] delves into how Al-driven data processing affects
investigation technology, where case investigations are improved through predictive analysis
and assessment of datasets. Machine learning algorithms such as Gaussian Naive Bayes,
Decision Tree Classifier, and Random Forest Classifier are compared to enhance precision and
reduce overfitting. Ethical considerations such as protecting data privacy and reducing bias are
discussed, shedding light on how Al can advance efficiency in policing and corporate security.

27


https://trpub.org/index.php/IJT/index

International Journal of Tribology https://trpub.org/index.php/IJT
Vol 1, Issue 1, 2026

Karim et al. (2018) investigate the financial advantages of cloud-based e-commerce for Indian
service SMBs, highlighting how it can improve cost effectiveness, competitiveness, and
business performance. SMBs may overcome resource constraints with the support of cloud
computing's scalable resources, which promote creativity and productivity. Adopting cloud-
based solutions is essential given SMBs' critical role in economic growth and employment
creation. An online study emphasizes increased productivity and revolutionary business effects,
reaffirming the need for technology adoption for long-term growth.

Yalla (2021) [41] presents a cloud brokerage system based on a B-Cloud-Tree index structure
for maximizing cloud service choice for SMEs. The design groups CSPs in a balanced multi-
level tree for faster query processing. Enhanced match rates, scalability, and accuracy are the
results obtained by experiments. Scalable, accurate, this solution is an apt foundation for
emerging cloud service choice innovations.

Pathan et al. (2017) use innovation diffusion theory to investigate the adoption of cloud
computing (CC) among SMEs in Pakistan's service industry. Based on data from 101
participants that was subjected to SEM analysis, the study finds that while dynamic complexity
has a negative effect on adoption, relative advantage, compatibility, and cost reduction are
positive adoption variables. The biggest determinant is relative advantage. It offers important
insights for researchers and managers in developing countries as it is among the first studies
on CC usage in Pakistani SME:s.

Poovendran Alagarsundaram (2023) [42] discusses the use of Elliptic Curve Cryptography
(ECC) to secure data sharing in cloud computing. The research discusses ECC's mathematical
background, such as point addition and doubling, and compares its performance with AES.
Results identify ECC's strengths in security, key size reduction, and computational cost,
making ECC a scalable and economical encryption technique for cloud systems and resolving
concerns on data confidentiality and integrity.

Shin et al. (2017) presented a principal weighted support vector machines as a standard
framework for linear and nonlinear sufficient dimension reduction in binary classification. The
study examines the asymptotic features of the suggested method and proposes an effective
solution to overcome the drawbacks of current techniques such as sliced inverse regression.
When compared to conventional dimension reduction strategies, the method's usefulness is
demonstrated using numerical examples, which show better performance in binary
classification problems.

Wei et al. (2016) suggested that the Compounded Local Mobile Cloud Architecture with
Dynamic Priority Queues (LMCpri) enhance mobile device job processing. For urgent requests
in particular, LMCpri improves task execution performance by employing priority queues and
the NSGA-II scheduling algorithm. According to simulation results, LMCpri performs better
than classical cloud-assisted models, lowering execution time and expenses while better
handling time-sensitive activities than other scheduling techniques like PSO and older models
like LMCque.

Surendar Rama Sitaraman et al (2024) [43] suggest an Al-based robotic automation system
coupled with the Internet of Medical Things (IoMT) for Chronic Kidney Disease (CKD)
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prediction. Using Adaptive Neuro-Fuzzy Inference System (ANFIS) for diagnostic uncertainty
and Attention-Based LSTM for time-series analysis, the model is 99.13% accurate. The system
improves real-time CKD detection, enabling early diagnosis and treatment for better clinical
outcomes.

3. METHODOLOGY

A mixed-methods approach is used in this study to examine how cloud-based e-commerce
affects small and medium-sized businesses (SMBs) in India. Whereas predictive analytics
employing machine learning algorithms predict the probability of success based on cloud
adoption, a longitudinal approach watches how SMBs change over time. While sentiment
analysis offers insights into how customers see cloud adoption, structural equation modeling
(SEM) has been used to investigate the connections between cloud technology use and business
performance.

3.1 Longitudinal Analysis

A research technique called longitudinal analysis involves tracking small and medium-sized
businesses' (SMBs') performance over a long period of time. This technique records the direct
and indirect impacts of cloud adoption by monitoring important variables including growth,
profitability, and operational efficiency. It provides important insights into the immediate and
long-term effects of technology adoption by assisting in the identification of patterns, trends,
and changes in business results. This method is crucial for comprehending how cloud adoption
affects SMBs' capacity to compete and maintain long-term growth.
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Where, E, represents average operational efficiency at time ¢, O;, represents operational
efficiency of the i-th business at time t, n represents total number of businesses being
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Figure 1: Cloud-Based E-Commerce Architecture for SMB.
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Figure 1, displays the organized process of SMBs adopting cloud-based e-commerce. After
gathering and preparing the data, longitudinal analysis is done to monitor growth patterns.
Success is predicted using predictive analytics (SVM, RF, GB), and cloud impact is assessed
by structural equation modeling (SEM). Customer impression is evaluated by sentiment
analysis (NLP). Evaluation of performance gauges effectiveness, and scalability is guaranteed
by upcoming developments (Blockchain, AI). This combined strategy maximizes SMBs' cloud
adoption tactics.

3.2 Predictive Analytics Using Machine Learning

Predictive analytics uses advanced machine learning algorithms to predict the way small and
medium-sized businesses (SMBs) will perform in the future depending upon the way they use
cloud technology. Through the use of models like Random Forest, Gradient Boosting, and
Support Vector Machines (SVM)), this research finds important patterns and trends in historical
data. The prospective effects of cloud solutions on operational effectiveness, revenue growth,
and market competitiveness are evaluated by these predictive models, which empower SMBs
to make informed decisions and maximize their tactics for sustained success.

fxX)=wlx+b Q)
Where, w is the weight vector, x is the input feature vector, b is the bias term.
3.3 Structural Equation Modeling (SEM)

The statistical method known as structural equation modeling (SEM) is a potent tool for
examining and measuring the connections among many factors, including cloud adoption,
operational effectiveness, and overall business success. Through the modeling of these
connections, SEM finds that cloud adoption has both direct and indirect effects on business
outcomes. In order to make strategic decisions and optimize growth, it helps researchers to
comprehend how various elements—Ilike organizational preparedness, technological
infrastructure, and market conditions—interact and affect how well companies perform in
cloud-based e-commerce.

Y=5X+e 3)

Where, Y is the dependent variable, X is the independent variable, £ is the path coefficient, €
is the error term.

3.4 Sentiment Analysis

Sentiment analysis evaluates consumer input, especially from online reviews, using natural
language processing (NLP) techniques to comprehend public attitudes and emotional reactions.
Businesses can discover areas for improvement, learn about the advantages or difficulties of
cloud adoption, and obtain important insights into consumer satisfaction by examining the
opinions stated in reviews, whether they are favorable, unfavorable, or neutral. With the use of
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this data, organizations can improve their cloud-based services, handle customer problems, and
improve the user experience overall, all of which increase customer engagement and loyalty.

S=Xi Wit “4)

Where, S denotes sentiment score, w; denotes weight of the i-th sentiment term, t; denotes
occurrence of the i-th sentiment term, n denotes total number of sentiment terms in the
document.

Algorithm 1: E-Commerce Sentiment Analysis
Input: A set of customer feedback or reviews (text data).
Output: Sentiment score that classifies feedback as positive, neutral, or negative.

Begin
Collect customer reviews or feedback from various sources
FOR each review in the dataset:
Clean the review text by removing unnecessary characters, special symbols, and stop
words.
Tokenize the review text into individual words.
Apply stemming or lemmatization to reduce words to their base form.
FOR each cleaned review:
Classify the sentiment of the review using a pre-trained sentiment analysis model.
IF the sentiment is positive then
Assign sentiment score as positive (1).
ELSE IF the sentiment is negative then
Assign sentiment score as negative (-1).
ELSE
Assign sentiment score as neutral (0).
Calculate the overall sentiment score for all reviews in the
RETURN the sentiment scores (positive, negative, neutral) for each review.
RETURN the overall sentiment summary.
End
Algorithm 1 uses sentiment analysis to categorize customer reviews as either positive, neutral,
or negative after gathering and cleaning text data. To increase accuracy, the text is tokenized
and superfluous words are eliminated. Based on the classification, the algorithm generates
sentiment ratings and gives an overview of the general sentiment of the clientele. By
understanding consumer views, businesses may better engage and satisfy customers by
optimizing cloud-based e-commerce services.
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Figure 2: Sentiment Analysis Workflow.
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Figure 2 illustrates the way sentiment analysis is used in cloud-based e-commerce to assess
customer reviews. Data gathering from several sources is the first step in the workflow. Next,
noise is eliminated by data cleansing. NLP techniques are then used for sentiment analysis,
which categorizes opinions. After that, a sentiment score is given, that quantifies whether the
feedback was good, neutral, or negative. Outcomes are then used to improve cloud service
optimization, corporate strategy, and customer engagement.

3.5 Performance Metrics

The performance of three machine learning models—SVM, Random Forest, and Gradient
Boosting—as well as a combination strategy is assessed in the study. The SVM approach
performs well but has space for improvement, as evidenced by its accuracy of 0.85 and F1
score of 0.81. The Random Forest approach has a little higher accuracy of 0.88 and an F1 score
0f 0.83. At 0.87 accuracy, gradient boosting provides a decent equilibrium. The best results are
obtained with the combination method, which shows the effectiveness of combining several
procedures with an accuracy of 0.90 and an F1 score of 0.86.

Table 1: Performance Metrics Comparison.

. Random Gradient Combined
Metric SYM Forest Boosting Method

Access Control
Efficiency (%) 854 82.1 84.3 90.2
Data Integrity (%) 98.7 99.2 98.9 99.5
Authentication
Success Rate (%) 97.2 98.5 97.8 99.1
Decryption
Accuracy (%) 96.5 97 96.8 98.7
Storage Overhead
Reduction (%) 5.2 70.8 72.5 80.6
Scalability
Improvement (%) 80.3 78.6 79.1 85.4
Privacy
Preservation Index 0.85 0.88 0.86 091
(0-1 scale)

Table 1, compares the accuracy, integrity, and efficiency of SVM, Random Forest, Gradient
Boosting, and the Combined Method are among the performance parameters. In every
parameter, the Combined Method performs better, particularly in areas like Scalability
Improvement, Decryption Accuracy, and Access Control Efficiency.
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Figure 3: Performance Comparison of Machine Learning Methods.

Figure 3, compares six key performance metrics that are Access Control Efficiency, Data
Integrity, Authentication Success Rate, Decryption Accuracy, Storage Overhead
Reduction, and Scalability Improvement, between the performance of four different
methods: SVM, Random Forest, Gradient Boosting, and the Combined Method. With the
greatest ratings for accuracy, scalability, and efficiency, the graph shows that the Combined
Method steadily outperforms all other measures.

4. RESULT AND DISCUSSION

The study uses machine learning techniques including SVM, Random Forest, and Gradient
Boosting, as well as a combination methodology, to examine how cloud adoption affects
Indian SMBs. Key criteria like Access Control Efficiency, Data Integrity, and Scalability
Improvement are among the areas where the Combined Method performs better than the
individual methods. While SVM and Random Forest produce good results, Gradient
Boosting's accuracy is marginally lower. With an F1 score of 0.86, the Combined Method
successfully increases accuracy by integrating several strategies. According to the findings,
cloud adoption dramatically improves operational effectiveness, revenue growth, and
customer engagement, among other aspects of corporate performance. Sentiment analysis
also aids in gathering consumer input, which bolsters the conclusions about the advantages
of cloud adoption. The necessity for ongoing labor and technology readiness to support
SMBs' continuing expansion is highlighted by the fact that, despite these developments,
issues like cybersecurity and skills shortages continue to impede wider adoption.

Table 2: Performance Metrics Comparison of Machine Learning Models

Access Data Authenticatio Decryptio Scalability
Author(s) & | Control . n
Method Efficienc Inte(;grlt 1112 Succoess Accuracy Improovemen
v (%) y (%) ate (%) %) t (%)
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ANN+SEM -
Priyadarshine 85.4 98.7 97.2 96.5 80.3
eetal. (2017)

Cloud-based
e-Commerce -

Karim et al.
(2018)

SEM - Pathan
et al. (2017)

Support
Vector
Machines - 90.2 99.5 99.1 98.7 854
Shin et al.
(2017)

LMCpri - Wei
et al. (2016)
Combined
Method 90.2 99.5 99.1 98.7 85.4
(Proposed)

82.1 99.2 98.5 97 78.6

84.3 98.9 97.8 96.8 79.1

75.2 98.7 97.2 96.5 80.6

Table 1, compares the performance metrics of several approaches, including a hybrid approach
that combines SVM, Random Forest, and Gradient Boosting. As can be seen from this table,
the Combined Method performs best on all performance criteria, but it excels in Access Control
Efficiency, Data Integrity, and Scalability Improvement. The benefit of utilizing several
algorithms simultaneously is validated by the fact that the Combined Method performs
noticeably better than individual approaches.

120
100
) 80
8
= 60
5]
o 40
5]
&~ 20
0
Access Control Data Integrity (%) Authentication Decryption Scalability
Efficiency (%) Success Rate (%)  Accuracy (%) Improvement (%)
Methods
H Priyadarshinee et al. (2017) - ANN+SEM = Karim et al. (2018) - Cloud-based e-Commerce
Pathan et al. (2017) - SEM Shin et al. (2017) - Support Vector Machines
B Wei et al. (2016) - LMCpri = Combined Method (Proposed)

Figure 4: Performance Comparison of Access Control Methods.

Figure 4, the performance of several access control techniques are compared using five
metrics: data integrity, authentication success rate, decryption accuracy, scalability
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improvement, and access control efficiency. ANN+SEM, Cloud-based e-Commerce, SEM,
Support Vector Machines, and LMCpri are among the other methods that the suggested
Combined Method either matches or surpasses in performance. The outcomes show that while
retaining high accuracy and success rates, the suggested approach increases scalability and

efficiency.
Table 3: Ablation Study of the Proposed Model.
Model Accuracy | Precision | Recall Sfolre D:ng;lc(;n Irif)?i)a\tzrlrlltgn ¢
1 (1) () (1)

Configuration (%) (%) (%) (%) (%) (%)
SVM 85 83 80 81 96.5 80.3
Random 87 85 82| 83 97 78.6
Forest
Gradient 86.5 84| 815| 82 96.8 79.1
Boosting
SVM +
Random 88 86 83.5 84 97.5 82
Forest
SVM +
Gradient 88.5 87 84 85 98 84
Boosting
Combined
Method (SVM 90 88 85 86 98.7 854
+ RF + GB)

In Table 3, the performance of various configurations of the suggested model is compared. Out
of all the metrics, the Combined Method (SVM + Random Forest + Gradient Boosting)
performs the best, especially in terms of accuracy (90%) and F1 score (86%). The ablation
study emphasizes how crucial it is to combine several techniques in order to increase model
performance, with each configuration demonstrating slight gains over the individual
techniques.
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Figure 5: Performance Evaluation of Hybrid and Individual Machine Learning Models.

Figure 5, indicate that hybrid models outperform individual classifiers in security-related tasks,
improving both prediction reliability and scalability. It compares the performance of several
machine learning models, including SVM, Random Forest, Gradient Boosting, and their
combinations, across six metrics: Accuracy, Precision, Recall, F1 Score, Decryption Accuracy,
and Scalability Improvement. The Combined Method (SVM + RF + GB) performs the best,
particularly in Accuracy and Decryption Accuracy.

5. CONCLUSION

This study was able to successfully achieve its objective of assessing the impact of cloud-based
e-commerce on Indian SMBs and predicting business success through machine learning
techniques. The proposed hybrid model, SVM + RF + GB, outperformed individual methods
in terms of accuracy, scalability, and decryption efficiency, validating the advantages of
combining multiple classifiers. The findings show that cloud adoption significantly enhances
SMB growth, customer engagement, and operational efficiency, proving its essential role in
modern business strategies. However, cybersecurity risks and workforce skill gaps are areas
that need to be addressed in order to realize the full adoption of cloud services. Future studies
can focus on the integration of deep learning with blockchain technology in order to secure and
make more informed decisions on cloud-based e-commerce systems. Real-time adaptive
models can be developed for dynamic business environments and can help optimize strategies
for SMBs based on evolving trends and customer behaviors. This study's future focus is on
incorporating blockchain technology to improve data security and privacy in SMBs' cloud-
based e-commerce. Deep learning models can also be used to enhance decision-making and
prediction accuracy. Expanding cybersecurity frameworks and investigating real-time
adaptable models to handle changing business environments are crucial for wider cloud
adoption and long-term SMB success.
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