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Abstract 

This paper contributes to and extends the existing literature on the importance of predictive analytics within Enterprise Resource 

Planning (ERP) systems by providing a holistic view of potential threats and optimal mechanisms associated with their 

implementation. However, this study is not a panacea, as it admits that achieving the aforementioned objectives presents a 

considerable challenge. We claim that academic researchers, developers, companies, regulators, and lawmakers must enter into a 

collaboration scheme that enables the development of the best designs of predictive models and integration strategies of Big Data 

into ERP systems. 

Nowadays, as the numerical output exceeds the analytical capacity of many ERP users, predictive analytics help to convert raw 

Big Data into valuable and easily understandable strategic information in real-time. The goal of this paper is to describe the benefits 

associated with predictive analytics and Big Data quality. Additionally, we introduce a conceptual model to demonstrate how Big 

Data can be integrated into ERP, increasing the robustness and resilience of both predictive analytics about the occurrences of 

potential threats and the correlates, alerts, and responses. 
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Capacity.

1. Introduction  

 
Information systems, in particular enterprise resource 

planning systems, stand at the core of business operations in 

organizations, offering support to process critical activities 

and supporting business objectives. In a digital world, 

organizations are undergoing digital transformations to 

integrate technology into all aspects of their operations and 

customer interactions, embedding digital capabilities in their 

products, services, and core business processes to increase 

their customer experience and meet global challenges in a 

quickly evolving marketplace. The demand for digitalization 

from businesses has tripled in the wake of the pandemic with 

associated growth, accelerated cloud adoption, and the 

expanding digital landscapes. Amid a hybrid workplace 

environment, ERP systems are now expected to deliver real-

time omni-channel customer services and seamless 

employee experiences through mobile, social, cloud, and big 

data technologies. However, the multidimensionality of 

emerging complex environments with greater connectivity 

and the synergistic digital policies and corresponding 

systems infrastructure needed to provide secure, reliable, 

resilient, and sustainable ERP operation are still 

fundamental topics meriting critical inquiry. 

 

1.1. Background and Significance 

Cybersecurity of large enterprise systems is vulnerable 

because such systems are highly monetarily and 

information-sensitive targets situated in varied dispersed and 

non-dispersed geographies. They are defenseless due to 

multiple levels of interaction points that could be accessed 

by numerous computing devices using wired and wireless 

data transfer protocols, while the real guard points are 

limited in number and cover only the strategic or, to some 

extent, the major points of the system. Lately, increasingly 

reported cases of cybersecurity breaches and incidents along 

with their proven financial effects are encouraging 

companies and governments to increase efforts and allocate 
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resources for enhancing their ERP systems' cybersecurity.

 
        Fig 1 : Cybersecurity Predictive Analytics 

 

Organizations right now are saturated with tremendous 

amounts of structured data archives inside their data 

reservoirs or data ponds. In the realm of information 

technology, the term “Big Data” is often, but not always, an 

indication of humongous volumes of data items. It is further 

defined as high-speed in capturing, querying, and 

interpreting meanings, and has a variety of data source types 

encompassing structured, semi-structured, and unstructured 

data. Big Data also often needs access to real-time or near 

real-time modes to match the speed of today’s quickest 

speed demon race cars. Big Data is not solely large, but also 

complex and challenging the norms for processing, storing, 

and interpreting data items with the aid of classical database 

terms and concepts related to structured datasets. To sustain 

their cybersecurity mission by constantly detecting with 

greater precision the menace of turmoil in their information 

repository, software products that perform predictive 

analytics have been enhanced to tightly integrate the 

advantages of the Big Data approach to the cybersecurity 

domain. 

 

Equation 1 : Predictive Risk Scoring

 
 

1.2. Research Objectives 

The specific objectives of the research are described below. 

Literature Analysis: To establish theoretical and research 

bases on the usage of big data and predictive analytics to 

increase the cybersecurity of enterprise information systems. 

Analysis of the Modern State of Enterprise Resource 

Planning Systems Cybersecurity: To examine the modern 

state of enterprise resource planning systems cybersecurity 

in the context of their stakeholders, typification of 

information risks, protection from unauthorized access, 

protection from data destruction and blocking, protection 

from service disruption, and analysis of the existing 

enterprise resource planning systems security solutions for 

these components. Development of the Model for 

Strengthening ERP Systems Against Cybersecurity Threats: 

To develop an energy-efficient, cost-effective, easily 

implementable, and enforceable model for strengthening 

ERP systems against cybersecurity threats. Classification of 

External Monitors of the Strengthening IT Infrastructure of 

Enterprises for Cybersecurity Threats: To perform 

classification of the external monitors of ERP systems for 

cybersecurity threats and to justify further research on the 

communicative contexts attitude. Optimization Criteria and 

Efficiency Evaluation of Software for Strengthening and 

Managing Cybersecurity Threats: To choose a multi-criteria 

assessment model of the software for the management of 

ERP cybersecurity threats magnitude according to their 

predictive indicators, and to evaluate the performance 

improvement by the integration of big data processing 

software, as well as its adaptation for specific 

communicative contexts under consideration. Development 

of the Information Security Model of the Enterprises: To 

present an example of the informational-analytical software-

related solution and performance outcome argument for the 

development of big data-based or enriched solutions to 

enable software for all types of internal and external 

communications, supporting the accounting of the social 

context that may enforce a revolutionary breakthrough for 

computing power usage efficiency in question and a 

designated self-learning model.

 
Fig 2 : Unleashing the Power of Data Analytics in 

Cybersecurity 

 

2. Theoretical Framework 
 

The combination of predictive analytics and big data will 

give a stronger cybersecurity system and is also a wise 

improvement for existing ERP systems to be much denser in 

countering a broad range of cybersecurity threats. The 

increasing number of threats to information technology 
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security is truly alarming. The level of security attacks 

conducted on a large number of IT infrastructure companies 

is also varied, and almost every time they are innovated. 

These real conditions become a sort of call for researchers 

and practitioners to remain aware of all the important aspects 

presented by cyber threats on many companies both now and 

in the future. Attackers always come up with different 

strategies to analyze various systems; therefore, researchers 

are required to act proactively in dealing with new threats 

and new variations in old threats to anticipate their 

occurrence. Thus, in its development, researchers continue 

to put in a lot of effort to build a solid and strong guard 

against the dangers faced by the vast world of IT. 

Current analysis of cyber attacks is still commonly 

conducted a long time after the cyber attack has occurred, 

and this condition does not provide an opportunity for the 

company to immediately minimize the chances of future 

cyber attacks and may even anticipate these conditions. This 

research is very beneficial to all parties. Companies do not 

have to wait until an attack occurs to take steps to address it. 

Researchers can try out curative model theories through 

certain testing of research. The same can be done in the 

analysis of cybersecurity in IT. In recent years, IT managers 

have been facing threats from various cybersecurity attacks 

that can be detrimental to an organization, such as loss of 

data, systems, service stability, and even financial losses and 

a damaged reputation. Mastering the dimensions of the 

victim and attacker in the security system will increase 

understanding and effectiveness in tackling and developing 

a more organized IT security strategy. 

 

2.1. Predictive Analytics in Cybersecurity 

Predictive analytics represents the capability of scanning 

large sets of data to extract information and develop models 

that can be used to predict future events and actions. It is a 

proactive examination of digital communications that can 

make a difference in many fields such as marketing, retail, 

healthcare, manufacturing, and security in general. 

Predictive analytics happens thanks to technologies and 

statistical techniques that are used in the field of machine 

learning, typically data mining, statistical algorithms, 

analyses of latent variables, and advancements in data 

technologies. Specific fields of application for predictive 

analytics are represented by cybersecurity alerts, risk 

evaluation, threat prioritization, fraud detection, and so on. 

Particularly in predictive asset maintenance, if applied in 

actual fashion, with true predictive analytics models, 

enterprises could save billions and workplace safety could 

be highly increased. In the field of cybersecurity, predictive 

analytics can ascertain attacks that will occur with a certain 

lead time. 

In information technology nowadays, cyber threats represent 

a complex situation. As people and activities have become 

digital, cybersecurity risks have continued to grow. 

Fundamentally, the problem of cybersecurity is due to the 

usage of technologies different from those that enable them. 

Society is currently spending more on cybersecurity than 

ever before, yet the attacks and breaches show a strong 

upward trend. The usage of technology to carry out criminal 

activities and the opacity of the technology operations are 

the main reasons for this fact. Cybersecurity seems to be 

more of a problem intrinsic to the technology than any other 

consideration. Companies have accumulated large stocks of 

digital information in segmented customer and credit card 

databases. Cybercriminals break into networks using 

malware that is only after credit card and customer data to 

resell. The variety and quantity of cyber data trigger the use 

of new decision methodologies. The use of predictive 

analytics to decide about the use of cybersecurity 

countermeasures is relatively new. Nonetheless, it might be 

the best way to decide because we are dealing with a niche 

problem and we aim to detect attacks earlier to prevent most 

of their fallout.

 
Fig 3 : Predictive Analytics Framework for 

Cybersecurity 

 

2.2. Big Data Integration in ERP Systems 

Big Data refers to a large volume of data in petabyte and 

terabyte sizes and the exponential growth of Big Data 

achieved by the digitization of computing technologies. 

Volume is not the only defining characteristic of Big Data, 

nor are velocity, variety, veracity, and value solely defining 

elements of Big Data. The 4Ps of Big Data define that the 

existence of Big Data is demonstrated by its four 

characteristics: volume, velocity, variety, and veracity. 

Many open-source social media platforms help consumers 

easily share their experiences on products, 

recommendations, wish lists, consumer reports, and 

discussions across many topics. These inputs serve as 

treasure troves of unstructured data offered through various 

content types such as text, images, videos, numbers, and also 

social media activities or network relationships. Many 
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organizations, to manage their business operations 

efficiently at a lower cost, often prefer an integrated suite of 

Enterprise Resource Planning applications. Consumer 

interaction and feedback are essential elements for 

improving the quality of offerings and for refining product 

and service direction. Social media services create new 

opportunities for businesses to enhance customer 

engagement, monitor the performance of services, and 

assess the quality of products. Estimating web opinion 

propagation dynamics is very expensive in terms of business 

operations. Integrating social media techniques and 

marketing strategies with ERP systems provides benefits to 

maximize customer engagement activity. Big Data decision 

analytics deal with predictive algorithms and descriptive 

models. Descriptive models are nothing but outcome 

prediction processes employing machine learning 

algorithms. These models describe and predict various 

aspects of data trends, associations, behaviors, and complex 

structures of data conveyed and controlled by the 

interactions of users with ERP applications.

 
                       Fig 4 : AI in ERP Systems 

 

3. Methodology 
 

This chapter describes how the particular methodology 

integrates and calibrates the available complex predictive 

analytics techniques, data mining tools, and big databases to 

assist organizations in strengthening their Enterprise 

Resource Planning systems against cybersecurity threats. 

Furthermore, throughout the description, the necessary 

instruments are reviewed. To achieve this, the possible 

predictive analytics and big data tools useful for such a case 

should be thoroughly reviewed. Then, the rationale, 

methods, and necessary mechanisms to combine them are 

presented. The suggested methodological approach can be 

deployed in any type of organization, and relevant 

guidelines, additional tools, drawbacks, and unique 

capabilities are provided. 

The applied research, achieved results and used 

instruments—predictive analytics and big data tools—

should be carefully described. This is a very important step, 

especially when organizations seeking assistance to 

implement the same proposal come from entirely different 

industries. The role of the applied methodology in terms of 

predictive analytics is seen as connecting all available 

techniques and tools with the available data, optimizing the 

usage of various methods depending on the best outcomes 

achieved, and operationalizing the generated results and 

predictions for a minority of non-IT experts. The review of 

the proposed methodology should also include a comparison 

to existing ones and the advantages of its application. At the 

end of this chapter, the adopted measurement instruments for 

checking the satisfaction of the study objectives are also 

presented. 

 

Equation 2 : Anomaly Detection using Statistical 

Thresholding 

 
 

3.1. Data Collection and Analysis Techniques 

There is an exponential increase in the amount of data 

generated in an organization with Global Information 

Systems and other enterprise software. In ERP, advanced 

analytic tools can be incorporated to unlock the trends in the 

data. The use of business intelligence combined with GIS 

products and best practices can help in using the data from a 

variety of sources and produce valuable insights. Some of 

the techniques that are used in analytics, such as descriptive 

analysis, predictive analysis, and prescriptive analysis, can 

be used for access control mechanisms. Descriptive 

techniques can be used to detect problems in current access 

controls. Predictive techniques can identify the problems at 

a future point in time. Prescriptive techniques can suggest 

appropriate improvements to access control policies. They 

can also make advanced predictions and, at the same time, 

provide recommendations including main indicators. 
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Descriptive analysis is the bottom-most level at the detailed 

raw data level. It is used to summarize and describe the 

characteristics of a set of data and to clearly define the size 

and the structure of attributes. Predictive analysis is an 

analysis of different attributes but never consists of the 

actual optimization of features. It is used for more accurate 

predictions, as data is never perfectly informative. Predictive 

analysis is followed by optimization. Predictive 

characteristics of unauthorized access behavior are to be 

implemented within the business application with extensive 

new data with a label model that defines specific rules that 

are followed for such prediction. Unauthorized access 

behavior within the enterprise software can be detected by 

monitoring business data access patterns. The various 

techniques to detect the issues are by using traditional 

analytical systems that are in operation or are using the new 

continuous controls monitoring systems that mine business 

applications continuously. A lot of research concerning 

enterprise software has also shown different business 

process patterns that are being followed, supporting business 

access patterns.

 
   Fig 5 : Integrating Analytics in Enterprise Systems 

 

3.2. Case Study Design 

One critical concern for the design of a case study aimed at 

predicting, preventing, and mitigating user threat exploits to 

ERP systems revolves around data access and availability. 

Cybersecurity datasets are in extremely high demand in the 

academic and private sectors due to the critical nature of the 

topic. There are a few main challenges and limitations that 

prevent or limit access to such valuable data. Through 

partnerships with vendor sources and existing freely 

accessible large federal repositories, there can be access to a 

multitude of datasets, but certain aspects are protected by 

either being restricted or having cost-based access. Through 

the use of the provided environments' user workstation, as a 

controlled third party, the opportunity to apply predictive 

analytics research solutions to help quantify the risk of 

identified threats and provide tested and verified methods 

digitally maximizing the ROI of investments made in 

cybersecurity protections is made possible using this 

information. However, despite the partnership, access to a 

more complete relational schema for analytic model 

creation, specifically in the ERP system utilization scenario, 

was limited in this case. 

 

4. Findings and Discussion 
 

The survey consisted of questions providing six respective 

dimensions of PABDI. The preliminary survey and 

interviews to determine the perspectives of the consultants, 

software engineers, and cybersecurity specialists in 

enterprise systems allowed the structuring of an instrument 

based on the objectives given. In the research model, 37 

survey items were retained for further analysis. The data was 

analyzed by procedures like exploratory factor analysis, 

confirmatory factor analysis, and structural equations 

modeling to determine the proposed model’s relationships 

between the study’s constructs. The current study is future-

oriented, mainly focusing on cybersecurity weaknesses and 

how the predictive analytics capability can be maximized to 

benefit the organization’s cybersecurity performance. 

The findings demonstrate that big data integration into ERP 

represents significant capabilities to overcome cybersecurity 

threats, and predictive analytics power directly influences 

these capabilities. The survey provided such an extraction 

pattern as ERP big data integration composed of seven 

dimensions, and predictive analytics denoted as business 

pre-advance value. Furthermore, cybersecurity is considered 

part of ERP architecture, concerning ERP/BI processes 

surrounding the economic and non-economic territories. 

Finally, the predictive capabilities of the organization result 

in a wider model of creating a database that stores unknown 

items. In addition, the PABDI-directed accompanying 

dimensions are expected to enable an organization to directly 

or indirectly increase the results of other ERP/BI 

functionalities. 

 

4.1. Impact of Predictive Analytics on ERP Security 

Predictive analytics deals with the use of statistical and 

scientific methods for analyzing current and past data sets to 

determine patterns, foresee future trends and forecast 

outcomes. Predictive analytics can be applied using many 

different tools, such as artificial intelligence, data mining, 

and statistical modeling to understand the latest trends and 

predict the effects of approaches to a given problem. As a 

result, for an organization to detect and mitigate a 

cyberattack, it needs to know about the latest cyber risks, 

including new attacking methods and the propagation of 

specific threats. Predicting cyberattacks and protecting ERP 

systems against potentially harmful incidents, such as 

unauthorized access to data, modification or destruction of 

important data, or the reduction of resources, will allow the 

organization to provide the highest level of security. 

The kinds of data types and sources of information that ERP 

systems, especially those used in production tracking or 

supply chain management, process are unfortunately 

https://trpub.org/index.php/IJTR/index
https://trpub.org/index.php/IJTR/index
https://trpub.org/index.php/IJTR


International Journal of Toxicology 

Research 

https://trpub.org/index.php/IJTR 

Vol 1, Issue 1, 2026                                
 

27 
 

increasing, which, in turn, increases the possibility of a 

serious external threat, such as destructive cyberattacks. 

Additionally, the use of large databases and servers makes 

ERP management more vulnerable to performance issues 

and security vulnerabilities. As a result, an organization’s 

sensitive business rules and financial data can be accessed 

by malicious users from different sources using various 

channels, such as system maintenance, emails, and the 

Internet. Today's well-developed technologies are unable to 

keep up with the deployment of most ERP systems; 

specialized precautionary approaches and protection 

mechanisms have provided inadequate security control. 

Consequently, organizations are unable to provide sufficient 

security by only relying on internal safety mechanisms that 

already exist. Therefore, to strengthen the security of ERP 

systems, organizations need to use specific new models that 

will immediately detect and mitigate potential cyber threats. 

When these models demonstrate that security is insufficient, 

the organization can increase security through the most 

current safety mechanisms.

 
Fig 6 : Enterprise systems with embedded or external 

analytics—own elaboration. 

 

4.2. Role of Big Data Integration in Cyber Threat 

Detection 

The huge number of vast and sophisticated demands is today 

used by potential attackers to steal sensitive data, promote 

ransomware, steal privacy, or damage or interrupt business 

functions. To safeguard and handle these potential dangers, 

firms are increasingly embracing big data and analytics. Big 

data supposedly includes technology and methods to handle 

substantial amounts of varied types of information. 

Currently, cyber threat identification depends mainly on 

signature-based schemes. Using the signature matching of 

known threats to defend systems and networks, signature-

based systems compare new data with a database of patterns. 

But to safeguard the networks, these conventional 

recognition technologies are not powerful. Once a fresh 

danger is found and there is enough data to produce a model, 

even machine learning-based solutions could just forecast 

new potential cyber threats. The next cyber danger can 

compromise business activities or internet suppliers until the 

model is developed with complete information and is 

appropriately confronted. The primary architectures for 

examining these massive datasets created for these purposes 

are the distributed architectures and platforms that are a 

component of the big data system. 

 

5. Conclusion and Future Directions 
 

This paper refers to a cyberattack prevention system 

developed using a predictive model to predict zero-day 

cyberattacks. We refer to the architecture of the system and 

the individual blocks, libraries, and databases used. 

Furthermore, this paper includes a practical test of the 

prevention system using real zero-day cyberattacks. The 

resulting test dataset is used for machine learning predictive 

models to evaluate the prediction outcome in terms of the 

accuracy of the cyberattack prediction. This system aims to 

prevent zero-day cyberattacks as early as possible. We used 

predictive model-based trends to predict zero-day 

cyberattacks 10 days ahead of the present day using both 

significant features and non-significant reduction feature 

subsets input to the predictive model. Furthermore, we 

implemented the system to work and tested it with an 

existing antivirus. The validation of the system was 

conducted in a real environment using available and real 

zero-day cyberattacks to obtain the various and most 

relevant datasets. 

In the future, the system for preventing zero-day cyber 

attacks will be upgraded with a fully automated updated 

input dataset for both a training dataset and a testing dataset. 

The upgrade of this system will also include the algorithms 

used and parameter tuning. Further research is needed to 

specify the features of the datasets in the field of machine 

learning, and also further investigation and analysis of the 

simulated test. Furthermore, future work should check 

whether the timeframe of the implemented zero-day 

prediction system could be extended to ensure that 

organizations are better prepared against potential threats. 

Future research should consider the many other stages of 

readiness and recovery for other potential cyberattacks. 

Furthermore, based on priority, the next system to build is a 

tool that might reveal potential system vulnerabilities to 

cyberattacks using IoT. This research has opened the door to 

the potential combination of predictive models for the 

prevention of network security hazards and will be analyzed 

in future research.

 
                  Fig 7 : Big data in cybersecurity 
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5.1. Summary of Key Findings 

This chapter has analyzed how we can strengthen big data 

and predictive analytics within enterprise resource planning 

systems to combat cybersecurity threats from both internal 

and external attackers. The analysis has shown that in the last 

three decades, there has been a lack of consideration for 

predictive analytics and big data in strengthening ERP 

systems against cybersecurity threats. The study shows that 

big data and predictive analytics are new areas within ERP 

systems that need to be adapted for advanced cybersecurity 

deployments. Furthermore, big data and predictive analytics 

are well-known for combating internal threats in various 

systems. However, they are not given the same intensity in 

the context of ERP systems. In practice, predictive analytics 

and big data are established as separate subsystems from 

ERP systems. This is a result of the fact that in organizations, 

data are primarily generated from both enterprise resource 

planning systems and customer resource planning systems. 

When these databases are extended, additional computing 

and maintenance costs are incurred in terms of both 

hardware and software systems. Hence, creating a separate 

general data system may be more cost-effective than 

managing comparable functionality using existing enterprise 

systems. 

 

Equation 3 : Big Data Integration Correlation Model

 
 

5.2. Recommendations for Future Research 

This research represents an initial attempt to model and 

forecast possible security threats in ERP systems. We 

believe that there are still many areas for improvement in this 

proposed model. In particular, we think there are still other 

variables that might have a greater influence on the 

dependent variable. One passive way to collect attack 

information is to deploy a kind of software that is meanwhile 

executing different types of processes. The only necessary 

information is the log file of the entire process. In a 

corporation that has the dimensions to bear huge numbers of 

virtual machines, perhaps this wouldn’t be an impediment. 

We believe future research can design a smarter way to 

exploit this data source. In the method presented in this 

research, only capabilities of this kind of access are ranges 

over the network using some network layer protocol. 

However, with a huge data set of malicious attempts and data 

consisting of ranges on the net, and the log of the systems as 

output, we think that data mining techniques and regression 

techniques will extract normal ranges that perhaps would be 

used more efficiently to discover vulnerabilities, which 

windows could be easily cracked. We must stress that we 

don’t speak here of penetration testing but of the actual use 

of the system generating useful data that does not grow 

constantly. 
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